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(57) Abstract 

PROBLEM TO BE SOLVED; To provide a server, erfc., 
which can speedily find an lilega! log-in to an account 
in such s esse as to sn internet bank wherein a 
piuraiy of terminal devices can be set for one account. 

SOLUTION: A user is able to set a plurality of terrwins! 
devices for one account For each terminal device, a 
i for discriminating it from other 
:i devices set for rhe same account is stared . it 
is read in the terminal device by a server by using a 
cookie, eta. When the user togs in from the terminal 
device, the server reads the discrimination fiie written 
in the terminal device to specify the terminal device 
and stores it together with the tog-in data and lime. 
When the user fog* in, the server can presents the data 
and of the last log* and the terminal device 
which is used by ihe user by using the stared information. 
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CLAIMS 

[Claim(s)] 

[Claim 1 |A receptionist means to receive login characterized by comprising the following 
from one or more diem terminal equipment to an account of I, Information about said client 
terminal equipment which logged in to a specific information acquisition means which 
acquires specific information which specifies ciienl terminal equipment which logged in to 
last time as said account of 1 when login is received from said client terminal equipment by 
said receptionist means, and said account of 1 at last lime. 

A display information acquisition means which acquires display information for displaying 
on said client terminal equipment which received login by said receptionist means this time 
using specific information acquired in said specific information acquisition means. 
A display information transmission means which transmits said display information 
acquired in said display information acquisition means to said client terminal equipment. 

[ Claim 2JThe last login information offer server device according to claim I „ wherein 
information which said display information transmission means transmits contains said 
specific information acquired in said specific information, acquisition means., 

i Claim 3}A specific information reception means which receives specific information for 
specifying the client terminal equipment concerned from said client terminal equipment 
when receiving login from said client terminal equipment to said account of 1 by said 
receptionist means. Provide further specific information holding mechanism holding said 
specific information which received in said specific .information reception means, and said 
pe ti t ) E u i u s >n means. The last login information offer server device 
according to claim 1 acquiring specific information, for specifying said client terminal 
equipment which logged in to said account of I as last time from said specific information 
holding mechanism. 

[Claim 4]When receiving login from said client terminal equipment to said account of I by 
said receptionist means \ coi i m m m >-hich acquires 

confirmed information which checks whether specific information for said client terminal 
equipment to specify the client terminal equipment concerned is held, A written information 
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acquisition means which acquires written information .for writing in specific information for 
specifying i I t quipment concerned as said diem tern \ mnent A 

written information transmitting means which transmits said written information acquired in 
said written information acquisition means to said client tern iai equ mem \\ hen not 
holding specific information for said client terminal equipment to specify the client terminal 
equipment concerned from confirmed information which was provided and was acquired in 
said confirmed information acquisition means is checked. The last fo in infon nation offer 
server device according to claim 1 transmitting said written information acquired in satd 
written information acquisition means to said client terminal equipment in said written 
information transmitting means. 

[Claim 5 provide a login time acquisition means further in last time last time which acquires 
a day or time which received login to said account of i, and to it said transmitting means, 
The last login information offer server device according to claim 1 transmitting a day or 
lime acquired in a login time acquisition means last time j said ) to said client terminal 
equipment which received login this time. 

[Claim 6 jThe last login information offer server device according to claim I , wherein said 
specific information contains account specific information winch comprises marks other 
than a mark inputted in the case of a user's login, and specifies said account of 1 . 

| Claim 7 jThe last login information offer server device according to claim fi restricting the 
number of said client terminal equipment which can hold said same account specific 
information to below the predetermined number. 

| Claim 8 jThe last login information offer server device according to claim I, wherein it has 
further name holding mechanism holding a name which a user set up arbitrarily to said 
client terminal equipment and a name of the client terminal equipment concerned held in 
said name holding mechanism is included in said display information, 

[Claim 9 JThe 1st step that receives login from one or more client terminal equipment to an 
account of 1 , The 2nd step that acquires specific information which specifies client terminal 
equipment which logged in to last time as said account of 1 when login is received from said 
client tent) i tl u pment at said 1st step, It is the information about said client terminal 
equipment M in to sard account * i hat acquires 

display information for displaying on said client terminal equipment which received login at 
said 1 st step this time using specific information acquired at said 2nd step. It is a login 
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information provision method the 4th step that transmits said display information acquired 
at said 3rd step to said client es mina! equipment, and last time which ** constituting. 

[Claim 10 \. rea i eivt rom one nore c lien t term ai 

equipment so an account of f. A specific information acquisition function which acquires 
specific information which specifies client, terminal equipment which logged in to last time 
as said account of .1 when login is received from said client terminal equipment by said 
receptionist function, It is the information about said client terminal equipment which 
logged in to said account of 1 at last time. A display information acquisition function which 
acquires disp! format! li « 1 on said client terminal equipment which 

received login by said receptionist function this time using specific information acquired in 
said specific information acquisition function. Last login information distribution program 
for a computer to realize a display transmitting information function which transmits said 
display information acquired in said display information acquisition function to said client 
terminal equipment. 

[Claim. 1 1]A login function which is the last login information display program for logging 
in to an account of i provided in a server device, and logs in to an account of 1 provided in 
a server de e. A retamin C imgthe 

client terminal equipment concerned from other client terminal equipment, and specifying it, 
\ > i ■ v ' J i i i v 1 1 nfonnaiii d i id ret i 

function to said server de\ tee. A d \ ■< .,.:< on reception function to receive display 

information for displaying information which specifies said client terminal equipment which 

i in o said account, of .1 as last time from said server device. Last login information 
display program for client terminal equipment to reali/.e a display function which displays 
->, 'o d'splux infori ation received by sail 

| Claim 12 jA receptionist function to receive login from one or more client terminal 
equipment to an account of 1 , A specific information acquisition function which acquires 
specific information which specifies client terminal equipment which logged in to last time 
as said account of I when login is received from said client terminal equipment by said 
receptionist function, ft is the information about said client terminal equipment which 
logged in to said account of 1 at last time, A display information acquisition function which 
acquires display information for displaying on said client terminal equipment which 
received login by said receptionist function this time using specific information acquired in 
said specific information acquisition function, A storage which a computer which 
memorized last login information distribution program for a computer to realize a display 
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tr<msmitting information function which transmits said display information acquired in said 
displaying action to said client tmnina p tit can read. 

[Claim 13] A login function which is the last login information dispia ; ro< .t n foi logging 
in to an account of 1 provided in a server device., and logs in to an account of I provided in 
a server device. A retaining function holding specific information for discriminating the 
client terminal equipment concerned from other client terminal equipment, and specifying it, 
A transmitting function which transmits said specific information held m said retaining 
function to said server device, A display information reception function to receive display 
information for display ing information winch specifies sa d c Hent ten t q . mient winch 
logged in to said account of 1 as last time from said server device, A storage which a 
computer which memorized last login, information display program for client terminal 
equipment to realize a display function which displays said display information received, by 
sa id d isplay information reception function can read, 

DETAILED DESCRIPTION 



[Detailed Description of the invention] 
[0001] 

[Field of the Invention jThis invention relates to what serves { last time / a login information 
offer server device and last time } banking using the Internet a login information distribution 
program and last time a login information provision method and last time concerning a login 
information display program and a storage. 
[0002| 

[Description of the Prior AfijConvetUionaily, the customer of the bank went to the bank in 
many cases, in order to receive various services which banks, such as deposit, transfer, and a 
loan, provide. For example, when transfer of a charge, reference of a balance in account, etc. 
were held, it needed to go to ATM (Automatic Teller Machine) etc. which were installed in 
the bank or the street . Cancellation of a fixed deposit account, establishment of the new 
account etc needed to be pe £ o tg to a bank directly 

" 1 >u o.l telecon infrastructure in recent years, progress of 

internet technique, and. spread. The customer can receive now service of various banks, such 
as transfer, cancellation of an account, establishment of a new account, and inquiry for the 
balances, from the personal computer (following PC) of a house, etc. on a network by- 
logging hi to the server of a bank. T hus, if the internet is used, the customer can access the 
server of a bank from client terminal equipment, such as PC, a pe a ;s slant, etc. 

installed in a house or a place of work. 
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[0004] 

[Problem to be solved by the in vent ion] However, although the user couid access the account 

from two or more client terminal equipment in this way, even if the user logged in to the 

seixer of a hank conventional^ the f i s i 1 > hot vhich lief erm ti juipmem it 

loggt d in when lost time was not shows. For this reason, the user could not grasp the past 

access history easily and there was a problem of security. T hat is, even if the third party 

accessed the account unjustly from which the user's terminal freely, there was a problem of 

being hard to notice this unlawful access from the user side. 

| f)005 jl'heu, when the purpose of tins invention serves banking via the internet, It is 

pun idnvj a log in inf > i display program and a storage a login information distribution 

program and last time a login information provision method and last time a login 

information offer server device and last time last time which reduces the risk of unlawful 

access of the information omission and third party to the third party from client terminal 

equipment. 

[0006| 

[Means for solving problem jin order to attain said purpose, this invention in the invention 
according to claim 1 . A receptionist, means to receive login from one or more client terminal 
equipment to the account of 1 , The specific information acquisition means which acquires 
the specific information which specifies the client terminal equipment which logged in to 
last time as said account of I when login is received from said client terminal equipment by 
said receptionist means. It is the information about said client terminal equipment which 
logged in to said account of i at last time. Tin dispi is information acquisition means which 
acquires the display information for displaying on said client terminal equipment which 
received login by said receptionist means this time using the specific information acquired 
in said specific information acquisition means, A login information offer server device is 
provided last t ime possessing the display information transmission means which transmits 
said display information acquired in said display information acquisition means to said 
client temunal equipment. Access from client terminal equipment is enabled to the 
transaction data base which exists in system systems for a customer, such as a transaction 
database with which the server device etc. were provided, with login to an account, for 
example. It is enabling read- rut and iho wrong ol the ttamaamn mfotmaimn specified by 
an account number etc. In the invention according to claim 2, a login information offer 
server device is provided last time [, wherein the information which said display 

tl mat '. u «• nt sion means transmits contains said specific information acquired in 
said specific i \u i i d o claim I In the invention 

according to claim 3, when receiving login from said client terminal equipment to said 
account of 1 by said receptionist means, The specific information reception means which 
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receives the specific information for specify it lient termin |uip u 1 n 
from said cfu ml Provide further the specific information holding 

mechanism holding said specific information which received in said specific information 
reception means, and said specific information, acquisition means, A login information offer 
server device is provided last time [ according to claim i ] acquiring the specific 
information for specifying said client terminal equipment which logged in to said, account of 
1 as last time front said specific information holding mechanism. In the invention according 
to claim 4, when receiving login from said client terminal equipment to said account of .1 by 
said receptionist means, The confirmed information acquisition means which acquires the 
confirmed information which checks whether specific information for said client terminal 
equipment to specify the client terminal equipment concerned is held. The written 
information acquisition means which acquires the written information for writing in the 
specific information for specifying the client terminal equipment concerned as said client 
terminal equipment, The written information transmitting means which transmits said 
written information acquired in said wntie s in.fi t itio i i< u hum means to said client 
terminal equipment When not holding specific information for said client terminal 
equipment to specify the client terminal equipment concerned .from the confirmed 
information which was provided and was acquired in said confirmed information acquisition 
means is checked, A login information offer server device is provided last time | according 
to claim 1 j transmitting said written information acquired in said written information 
acquisition means to said client terminal equipment in said written information transmitting 
means. In the invention according to claim 5, provide a login tune acquisition means further 
in last time last time winch acquires the day or time which received login to said account of 
i, and to it said transmitting means, A login information offer server device is provided last 
time [ according to claim 1 j transmitting the day or time acquired in the login time 
acqui tiou means last time j aid j to said client ten i ipment which received login 
this time. In the invention according to claim 6, said specific information provides a login 
information offer server device last time [ containing the account specific information which 
comprises marks other than the mark inputted in the case of a user's login, and specifies said 
account of 1 / according to claim 1 }» In the invention according to claim 7, a login 
information offer server dev ice is provided last time j according to claim 6 ] restricting the 
number of said client terminal equipment which can hold said same account specific 
information to below the predetermined number. Have further the name holding mechanism 
which holds the name which the user setup arbitrarily to said client terminal equipment in 
the invention according to chum 8, and to said display information. A login information 
offer server device is provided last time wherein the name of the client termi nal 
equipment, concerned held in said name holding mechanism is included / according to claim 
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1 l The 1st step that receives login, from one or more ciien terminal eq lipment to the 
account of i in the invention according to claim 9, The 2nd step that acquires the specific 
information which specifies the client terminal equipment winch logged in to last time as 
said account of .1 when login is received from said client termina equipment at said 1st step, 
ft is tite info .1 said client tet nrinal equipment which logged in to said account of 

1 at last time, The 3rd step that acquires the display information for displaying on said client 
terminal equipment which received login at said 1 st step this time using the specific 
information acquired at said 2nd step, A login information provision method is provided the 
4th step that transmits said display information acquired at said 3rd step to said client 
terminal equipment, and last time which ** constituting. The receptionist function to receive 
login from one or more client terminal equipment to the account of 1 m the invention 
according to claim 10, The specific information acquisition function which acquires the 
Specific information winch speci fies the client terminal equipment which logged in to last 
time as said account of 1 when login is received from said client terminal equipment by said 
receptionist function, it is the information about said client terminal equipment which 
logged in to said account of 1 at last time, The display information acquisition function 
which acquires the display information for displaying on said client terminal equipment 
which received login by said receptionist function this time using the specific information 
acquired in said specific information acquisition function, The last login information 
1 tributi o ogram foi a computer to realise the displ y n nsmitling information .function 
which transmits said display information acquired in said display information acquisition 
function to said client terminal ec scted. The login function which is the last 

login information di , . , ;< ■ ram im logging m to die account of 1 provided in the server 
device in the invention according to claim 1 1, and logs in to the account of I provided in the 
server device. The retaining function holding the specific information for discriminating the 
client terminal equipment concerned from other client terminal equipment., and specifying it. 
The transmuting function which transmits said specific information held in said returning 
function to said server device. The display information reception function to receive the 
display information for displaying the information which specifies said client terminal 
equipment which logged in to said account of 1 as last time from said server device, The last 
login information display program for client terminal equipment to realize the display 
function which displays said display information received by said display information 
reception function is provided. The receptionist function to receive login from one or more 
client terminal equ pment to the account of I in the invention according to claim 12, The 
specific information acquisition function which acquires the specific information which 
specifies the client terminal equipment which logged in to last time as said account of I 
when login is received from said client terminal equipment, by said receptionist function. It 
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is the information about said client terminal "equipment which logged in to said account of 1 
at last tune I he disp a; u fo rnatu n k ;>< sit • i function which acquires she display 
information for displaying on said client terminal equipment which received login by said 
receptionist function this time using the specific information acquired in said specific 
information acquisition function, The storage which the computer which memorized the last 
login information distribution program for a computer to realize the display transmitting 
tuff n.n it n I motion which transmits said display information acquired in said display 
information acquisition function to said client terminal equipment can read is provided. The 
login function which is the last login information display program for logging in to the 
account of 1 provided in the server device in the invention according to claim 13. and logs 
in to the account of 1 provided hi the server device. The retaining function holding the 
specific information tor discriminating the client terminal equipment concerned from other 
client terminal equipment, and specifying it. The transmitting .function which transmits said 
specific information held in said retaining function to said server device, The display 
information reception function to receive the display information for displaying the 
information which specifies said client terminal equipment which logged in to said account 
of 1 as last tune from said server device, The storage which the computer w hich memorized 
the last login information display program for client terminal equipment to realize the 
display function which displays said display information received by said display 
information reception junction can read is provided. 
[0007] 

| Mode for carrying out the invention jHereafter, a suitable embodiment of this invention is 
described in detail with reference to drawing H from drawing 1 . Drawing 1 is a figure 
showing an example of composition of the cliem terminal equipment 5 concerning this 
1 1 diment and a network which applied the banking system 7. The banking system 7 
comprises a login information offer server etc. last tune which provides the client terminal 
equipment 7 with login information an authentication server, a banking server which 
performs banking, and last time, and is connected to the Internet 7, Two or snore client 
terminal equipment 5. 5. and 5 and - are also connected to the Internet 6. These client 
terminal equipment 5. 5, arid 5 and -- comprise a personal computer ( following PC) etc, for 
example. 

j'OOOHjThe banking system 7 is managing two or more users' bank account, and provides 
various bank services of a check of a balance in account, transfer, etc. Each user can log in 
to the banking system 7 via the Internet 6 from the client terminal equipment 5, 5, and 5 and 
~~, and can use now service which a bank provides. 

f 0009 j The user needs to input data which can attest tire users concerned, such as user ID, a 
password or login account, and a password, to the banking system 7. when it logs in to the 



banking system 7 After these input data is attested by authentication server, the user can fog 
in to the banking system 7, Each user can register now the client terminal equipment 5, 5, 
and 5 and - into the banking system 7 to three per one account. By this, the user can install 
now the client terminal equipment 5, 5, and 5 and in a house, a place of work. etc. to three 
sets. 

1 0010 {Although a user explains as what can set the client terminal equipment 5, 5, and 5 and 
~~ as the banking system 7 lo three sets, u cannot limit to this and can constitute from this 
embodiment as that to which each user can set client terminal equipment of four or more 
sets or less than three sets of the number. It can also constitute so thai the number of client 
terminal equipment which can be act up for every user may differ. Although this 
embodiment explains the client terminal equipment 5, 5, and 5 and - as what comprises a 
PC, This can also use a cellular phone, a notebook PC and other personal digital assistants, a 
workstation, a digital television in which two-way communication is possible, a word 
processor with a communication function, etc, for example. 

[001 1 {Although the banking system 7 shall be connected with the client terminal equipment 
5, 5, and 5 and - via the Internet 6 below. This, for example L AN (Local Area Network), It 
is also connectabie via other networks which comprised a cable TV network in which WAN 
(Wide AreaNetwork) and two-way conummicati t > , ,< k d ifakfeleviston- 
broadcasting network in which two-svay communication is possible, or a permanent 
communication line network. 

{'00 12 {Although much client terminal equipment 5,5, and 5 and - are connected to the 
Internet C the following explanation explains using one set of the client terminal equipment 
5 of these. Other client terminal equipment 5, 5, and 5 and the composition of - are also 
equivalent to the client terminal equipment 5. 

[OOLLjDrawmg 2 is a block diagram showing an example of the composition of the 
hardware of the client teimi < .« nenl 5 fhe control section 1 .1 comprises CPU(ce«tral 
processing unit.) 1 2, ROM (read-only memory of data) 13, and .RAM(at-any-time write-in 
read-out memory) 14, and controls the cheni-ierminal-equipmeni 5 whole. A program and a 
parameter for ROM 1 3 to perform the operation and control of various kinds { 1 2 / CPU] are 
memorized, reading and loading the file and program winch RAM 14 provides CPU 12 with 
a working memory, or are memorized by the memory storage 20 **** - etc. - it is used for 
carrying out. 

[0014 {CPU! 2 performs various kinds of operations, judgment of conditions, control of each 
component, etc, according to a program memorized by ROM 13 and RAM 14. For example, 
load the browser 23 memorized by the memory storage 20 to RAM 14, or. According to a 
program of a browser, display a file of HTML (Hypertext Markup Language) form 
transmitted from the banking system 7 on the display device 17, or, moreover - transmitting 



data which a user inputted using the keyboard 15 and the mouse 16 to the banking system 7 
using the communication control pan 1 9 **** - etc. — it carries out 
[001 S jHTML is a language for describing a homepage in a WW W ( World Wide Web) 
server of the Internet, A character, Still Picture Sub-Division, an animation, etc, can be 
displayed on the display device 1 7 using a browser (software for displaying an HTML file 
etc.) with which a terminal unit was equipped. 

[0016| A letter key, a ten key, a function, key. etc. are allocated, and. as for the keyboard 1 5, 
the user can do receiving banking system 7, entering user ID, a password, etc., and inputting 
and setting up a name of the client terminal equipment 5 etc. by operating these keys. 
[001 7}The mouse 16 is a pointing device and can operate a function to correspond, by 
clicking on various buttons, an icon, etc, which were displayed on the display device 17. 
The display device 1 7, for example A CRT (Cathode Ray Tube) display and a liquid crystal 
display, A login screen which is constituted by plasma display etc. and has been transmitted 
as a HTML form file from the banking system 7, A result etc, which displayed a login 
information display screen, a client terminal registration picture, etc. last time which is 
explained later, or a user inputted with the keyboard 15 or the mouse 16 are displayed. 
[00 1 8]The printer 1 8 is a printer which performs various kinds of printings on paper, for 
example, comprises a laser beam printer, a dot printer, an ink-jet printer, a page printer, a 
thermal printer, a **** transfer type printer, etc. The printer 18 can print logi rmaf =••• 
etc. based on data received from CPU 1 2 last nme which showed the client, terminal 
equipment 5 used when logged in to last time, and time which logged in. The 
communication control unit 19 is a modem etc. and is a control device for carrying out 
network connection of between the client terminal equipment 5 and the haul mg v, stems 7, 
for example. When the client terminal equipment 5 has accessed the Internet 6 via a digital 
channel devices, such as TA (Terminal Adaptater), may be used, for example, 
j 00 .19 [The storage drive 21 is a drive for CP HI 2 to read a program memorized by storage, 
other files, etc. As a storage, for example Magnetic storage media, such as a floppy 
(registered trademark) disk (magnetic disk) and magnetic tape.. There are a storage using 
papers, such as semiconductor storage media, such as storages with which information is 
read optically, such as CD-ROM and a magneto-optical disc, a memory chip, and an IC 
card, a paper card, and a paper streamer, etc, 

[0020|I/G interface 22, for example USB (Universal Serial Bus), It is RS232C 
(Recomemk ■ " m I • 1232C) and other I/O interfaces, for example, it is used when 
connecting external connection equipment, such as a joy stick, to the client terminal 
equipment 5. 

[002 1 i'Fhe memory storage 20 comprises a storage which can be written, and a drive for 
writing a program, data, etc. to the storage, for example, comprises a hard disk. The browser 
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23, the identification information file 24, the other programs 25, the other data 26, etc. are 
memorized by the memory storage 20. The browser 23 is software which displays a screen 
defined by HTML (a kind of a computer language) on the display device 17. The browser 
23 displays a login information display screen and a client terminal registration picture (all 
are created by a HTM 1 form file) on the display device 1 ? last time which was downloaded 
from the banking system 7. 

[0022] Since the banking system 7 discriminates the client terminal equipment 5 from other 

mil equipt f eesfies it, the tdeutifieat i format ion file 24 i - i file 

which consists of identification information written in the memory storage 20. The other 

a!'!,in->u - 'S ..aung System), othu pioeunm .\_ -^Indiam undumomal 
programs for operating the client terminal equipment 5. 

[0023 j Various data, such as communication recording of the client terminal equipment 5 
and the banking system 7, is memorized by the other data 26, for example. The bus line 27 
is a transmission line which bears data between each above component, and transmission of 
a signal. Composition of other client terminal equipment 5 is also almost equi valent to the 
above composi lion . 

[0024]Prawmg 3 is a block diagram showing an example of composition of the banking 
system 7. The banking system 7 is roughly divided and comprises the login information 
offer server 3 1 , the authentication server 32. the banking server 33, etc. last time. Last time, 
when the login information offer server 3 1 receives login to a user's banking system 7, it 
transmits the last !< > to the client, u pment 5 1 o:ms relay 

with the authentication server 32 and the banking server 33. A composition relation between 
these servers may be constituted so that it may be an example, the banking server 33 may be 
connected to the Internet 6 via a firewall and the banking server 33 may be connected to the 
authentication server 32, 

| 0025]For example, the authentication server 32 was inputted from the client terminal 
equipment 5, login account, user ID, a password, etc. are acquired and it attests a user. In 
this embodiment, although a user shall enter user ID and a password, if user identification 
information etc. which do not limit to this and identify a password, a bank account number, 
and a user, for example can specify a user who logs in to the account concerned, he is [ 
anything ] good. The banking server 33 is a server which transfers and performs banking, 
such as mqitir> foi the balances e s ccount and cancellation, b> the input 

of a user from the c lient terminal equipment 5, for example, and after a user is attested by 
the authentication server 32, it provides service for a user, 

[0026]Next, work is explained to the login information offer server 3 1 last time. The login 
information offer server 31 receives registration of client terminal equipment up to three sets 
to one account last time. Since a problem of security will arise if the number of the client 
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termmal equipment 5 which can access an account of 1 increases, this snakes three sets a 
maximum of die number of she client terminal equipment 5 which can be registered. The 
user can register into each client terminal equipment 5 a maker of the PC "a sunny PowerPC 
(house)", a kind name, and other arbitrary names, for example. A name which a user 
registered is used as a name of the client terminal equipment 5, when a user checks login 
information last time. 

[0027 jkast time, the login information offer server 31 confirms whether to be a terminal 
unit with the registered client terminal equipment 5, when the client terminal equipment 5 
logs in. And when (he client terminal equipment 5 is registered, a name (name which a user 
set up arbitrarily ) of time which logged in to the account concerned last time, and the client 
terminal equipment 5 used on that occasion is displayed on the client terminal equipment 5. 
When the client, terminal, equipment 5 is unregistered, a client terminal registration picture is 
displayed on the client terminal equipment 5 concerned, and registration of the client 
terminal equipment concerned is demanded from a user. The user can check a name of time 
which logged in to last, time at the time of login, and the cl ient terminal equipment 5 then 
used, and can check unlawful access by a third party, etc. 

[0028)Next, composition of the login information offer server 3 1 is explained last time. The 
login information offer server 3.1 comprises the control section 34, the communication 
control parts 35 and 37, the memory storage 36, the display device 38, the input output 
section 39, etc. last time. The control section 34 comprises a CPU, RAM, a ROM, etc., and 
is a component w hie * com ' the 1 in inform; on offer ervet U whole last time. Work 
of CPU, RAM, and ROM is equi valent to CPU 12 of the control section 1 1 (drawing 2) of 
the client terminal equipment 5, ROM 13, and RAMI 4. That is, a program and a parameter 
for performing by CPU are stored in ROM RAM lo i n infbrmath distribution 

program 41 last time which is memorized by the memory storage 36, or providing CPU with 
a working memory **** etc. - it carries out. CPU performs various kinds of operations, 
judgment of conditions, control of each component part, etc, according to a login 
information distribution program last time which was loaded to a program stored in ROM, 
or RAM. 

10029 jibe communication control unit 35 comprises a modem etc. and connects the login 
information offer server 31 with the Internet 6 last time, for example. The login information 
offer server 31 can communicate with the client terminal equipment 5 via the 
communication control unit 35 and the Internet 6 last time. The communication control unit 
37 is equ p provides an interface with the login information offer server 31 the 

authentication server 32, the banking server 33, and last time. The authentication server 32 
receives user ID and a password which the login information offer server 3 1 acquired from a 
user last time via the communication control unit 37, and attests this. The banking server 33 
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acquires information which a user inputted from the eliem terminal equipment 5 via the 
communication control unit 37, and performs banking. 

[0030]The display device 38 comprises a CRT display, a liquid crystal display, a plasma 
display, etc., and can display various screens, for example. For example, when an 
a in as strati t o! the login information offer server 31 maintains last tune., a maintenance 
screen displays, or. When failure occurs in the login information offer server 3 1 last time, 
display an error code or. A list of foes memorized by the memory storage 36 is displayed, or 
the screen is displayed when application software installed in the login information offer 
server 31 las! time starts further. The input output seciion 39 is connected to input ■■'output 
devices, such as output units, such as input devices, such as a keyboard and a mouse, and a 
printer, and a Storage drive, for example. A function of these devices is equivalent to a case 
of the client terminal equ ipment 5. 

[0031 [The memory storage 36 comprises a drive which write data to a mass storage which 
can be written, and the storage concerned, for example, comprises a large hard disk. The 
memory storage 36 is provided with the login information distribution program 36, the 
terminal information database 42, and the login history database 43 last time. 
[0G32]Last time, after the login information distribution program 41 is loaded to RAM of 
the control section 34. it is executed by CPU of the control section 34. By this, the login 
information offer server 3 1 can exhibit many functions of showing the client terminal 
equipment 5 login information last time last time. The terminal information database 42 is a 
database which stored the terminal information 64. The terminal information 64 is 
information for identifying and specifying two or more client terminal equipment 5 set as an 
account. 

(0033'jLogin historical data which are a history of login for every account are stored in the 
login history database 43. A history of this login comprises time to which it logged in, the 
client terminal equipment 5 used for login, etc. It may be made to store a history of access 
which not only a login history but a user performed to the login in story database 43 to the 
banking s\ stem 7. In tins case, record of newest login is searched from the login history 
use 43 with which record of various accesses is memorized, and it provides for the 
client terminal equipment 5, 

|0034 JNext, the identification information file 24, the terminal information 64. and the login 
historical data 67 are explained using drawing 4. Drawing 4 (a) is a figure showing 
composition of the identification information file 24. The identification information file 24 

ed in the memorj storage 20 of the client terminal equipment 5. The identification 
information file 24 comprises the identification information file sign 62 and the terminal 
identification sign 63. The identification information file sign 62 is a mark currently 
assigned to each account at a meaning, and corresponds to user 1.D and 1 to 1 . When a user 
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has two or more accounts, user ID shall be published for every account. 
[i)035]The terminal identification sign 63 is the numbet in forma lion fot distin u shnn the 
how many terminal units with which the client terminal equipment 5 concerned is used in 
the account concerned they are. The client terminal equipment 5 can be set. to each account 
to three sets, ft corn} i % ether the terminal identification sign 

63 is that there is the 1st client terminal equipment 5 concerned, or it is the 2nd set or the 
3rd set. Last time, if the identification information file sign 62 and the terminal 
identification sign 63 which the client terminal equipment 5 has are read when the login 
information offer server 3 1 has login from the client terminal equipment 5, it can know 
login from which client terminal equipment 5 of which user it is. 
j 0036 jit is user ID (w hen using login account in the case of login) instead of the 
identification information file sign 62. Although if. is also possible to register with the login 
account identification information file 24, the identification information, file sign 62 was not 
made into user ID in order to raise security. Thai is, the identification information file 24 
decided to use different values from user ID, in order to he unjustly decoded by the third 
party since it remains in the client terminal equipment 5. aud io prevent unlawful access 
accompanying this. By this, even if the identification information file sign 62 is decoded by 
the third party, a third party cannot, log in using this value. 

[00.37 1 Drawing 4 (b) is a figure shewing the composition of the terminal information 64. 
The terminal information 64 is stored in the terminal information database 42 formed, m the 
login information offer server 31 last time. The terminal info nation 64 comprises the user 
ID 65, the identification information Hie sign 66, the terminal identification signs 1 , 2, and 
3, and the terminal name information I, 2, and 3. The user ID 65 can also use the user 
identification of others which can identify a user. The terminal information 64 is created for 
every user. When a user has two or more accounts, the terminal information 64 is created 
for every account, in this case, user ID shall be published for every account The above 
composition may not be limited to what publishes user ID for every account, and it may be 
constituted, for example so thai it can log in to two or more accounts by one user ID. In this 
case, what is necessary is to add the extension according to an account to user ID, when a 
user logs into one account in two or more accounts, and just to create the terminal 
information 64 using this user ID with an extension. 

10038 j'fhe identification information file sign 66 is the value matched with the user ID 65 
by 1 to I, and is as of foe same kind as the identification information file sign 62 of ihe 
identification information file 24. The login information oiler server 31 can acquire last 
time the user ID 65 of a user who logged in to an account by searching the identification 
information file sign 66 of the terminal information 64 using the identification information 
file sign 66 acquired from the client terminal equipment 5. 
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1 0039 jThe terminal identification signs 1 , 2, and 3 comprise number information which 
idemd es tin i i *, ts oi the client terminal equipment 5 winch a user set up, 
respectively are the how many sets of. As for the terminal name information J, 2, and 3, a 
name named when a user registered each client terminal equipment 5 is stored. This name is 
irbitrani .> in oi that "an object for 1st set-houses" and users, such as "a 
notebook computer (company)", may recognize the client terminal equipment 5, for 
example. The login information offer serve t 3 ! can retrieve last time team rial name 
information (name a user named.) from a terminal identification sign (the how many 
terminal units are they ?) of the terminal information 64. 

11> i usi 1ft is i ti nre showin composition of the lo in historical data 7 the 
logm historical data 67 are stored in the login history database 43 of the login information 
offer server 31 last. time. The login historical data 6? comprise user ID, a terminal 
identification sign of the client terminal equipment 5 used for login, and a set of login time. 
It is also possible to add information on "inquiry for the balances" etc. and service provided 
for a use? to a set furthei for example the 1 1 n m< it < fei sei et "it c in specify 
time at the time of a user logging in to last time, and the used client terminal equipment 5 by 
referring io the login historical data 67 last time. A name a user named the client terminal 
equipment 5 which logged in last lime is acquirable by referring for a terminal identification 
sign specified by the login historical data 67 by the terminal information 64. 
[0041 [Drawing 5 is a block diagram showing the composition of the module realized by the 

n information cl > program 11 last time. The login information distribution 
program 41 is loaded to RAM of the control section 34 (drawing 3) last time, and eac h of 
these modules are realized by software. Each of these modules collaborate with hardwares, 
such as CPU, and act, and a predetermined function is realized. 
[0042 jThe control module 5 I is a module which controls and adjusts operation of each 
module analyzes the rei f n ea h modu < i po. ; errotned 

processing to other modules according to the result. The input/output module 59 is a module 
which provides the interface of the control module 51, the display module 55, the 
identification information acquisition module 53, the identification information write-in 
module 58, and the communication control unit 35, 

(0043 jThe display module 56 is a module which displays a login information display 
screen, a client terminal registration picture, etc. on the display device 17 of the client 
terminal equipment 5 a login screen and last time via the Internet 6. A login screen is a 
screen constituted, for example so that user ID and a password might be entered, and when a 
user accesses the banking system 7 first, it is a screen displayed on the display device 17 of 
the client terminal equipment 5, 

! 0044] Last time, a login information display screen is a screen which displays the name of 
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the time which logged in to the client terminal equipment 5 last time, and the used client 
terminal equipment 5. when a user logs in. The details of this screen will be explained later. 
A client terminal registration picture is a screen displayed when registering the ****** 
client termi equipt l th t! banking system 7 T'he details of this creers will also 
be explained later. 

| 0045|lf it states more concretely, these screens will be defined by the HTM L form file and 
the display .module 56 will transmit these files to the client terminal equipment 5. The client, 
terminal equipment 5 can display these screens defined by the HTML form file concerned 
using the browser 23 on the display device 1 7, 

|0046|The authentication server connection, module 52 is a module which provides an 
interface with the login information offer server 3 1 the authentication server 32 and last 
rime. If a user enters user ID and a password from a login screen and transmits to the 
banking system 7, through the input/output module 59, the control module 5 1 . and the 
authentication server module 52, the user ID concerned and password will be sent to the 
authentication server 32, and will be attested. The authentication, server 32 compares with 
the user ID concerned, the user ID which has memorized the password in the database 
beforehand, and a password, and judges whether it is that into which this is registered. A 
decision result is transmitted to the control module 51 via the authentication server 
connection module 52. 

(0047jThe control module 51 does not receive login from the client, terminal equipment 5, 
when a decision result that the user ID concerned and password are not registered from the 
auihenticatioii server 32 is received. When the user ID concerned and password are 
registered, it continues subsequent procedure After a user is attested, the identification 
information acquisition module 53 searches the memory storage 20 of the client terminal 
equipment 5, and checks the existence of the identification information file 24, and. When 
there is the identification information, file 24, it is a module which acquires the identification 
information file sign 62 currently recorded on this, and the terminal identification sign 63 
(drawing 4 a). It transmits the signal showing the existence of the identification information 
file 24 to the control module 51, and the identification information acquisition module 53 
passes the identification information tile sign 62 and the terminal identification sign 63 
which were acquired to the control module 5 when there is the ides i » nformatu n 

file 24. 

| 0048 jThe control module 51 makes the display device 17 of the client terminal equipment 
5 display a client terminal registrat e< ' > > todul 56 {naraeh vhe the 

client terminal equipment 5 which a user used is unregistered), when a signal of a purport 
that, there was no identification information file 24 is received. By this, last time, the login 
information offer server 3 .1 tells a user about the client terminal equipment 5 concerned 
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being unregistered, and registration of the client terminal equipment 5 concerned is urged to 
it. The user can name Che client terminal equipment 5 concerned by inputting arbitrary 
names from a client terminal registration picture. A user is henceforth shown last login 
information of the client terminal equipment 5 concerned by this name. 
| OoqyjData which a user inputted from a client terminal registration picture is sent to the 
control module 51 via the input/output module 59. The control module 51 from the terminal 
information 64 in the terminal information database 42. The client terminal equipment 5 
which a user registers newly judges in the how many terminal units. (For example, when it 
becomes clear from the terminal information 64 that a user has registered two sets of the 
client termii d equipm fl iden flcation info nation file sign 63 corresponding to the 
user ID concerned is searched from the terminal information database 42, and the client 
terminal equipment 5 of new registration acquires it from user ID acquired when the 
terminal identification sign 62 used as the 3rd set was generated and a user logged in. 
[0050 [The identification information write-in module 58 acquires the terminal identification 
sign 62 and the identification mark file sign 63 from the control module 5], and generates 
the identification information file 24. And the identification information write-in module 58 
writes the generated identification information file 24 in the memory' storage 20 of the client 
terminal equipment 5. Cookie is used for writing of he idei fieatioi » ,M tion file 24 
Cookie is the mechanism of storing user identification information in a user's computer so 
that a WWW server can identify a user. 

[0051 jThe search module 54 is a module with which the terminal information database 42 
and the login hist . ci abase 43 are searched fhe search module 54 receives the 
identification information file sign 62 and the terminal identification sign 63 which the 
identification information acquisition module 53 acquired from the control module 51, and 
searches the terminal information database 42. 

1 0()52 plie search module 54 specifies user ID from the searched terminal information 64, 
and searches the login history database 43 using the user ID concerned. And the search 
module 54 acquires the login historical data 67 of the user concerned from the login history- 
database 43, for example, passes login historical data of about four batches of past to the 
control module 51. 

10053 P'he control module 5 1 passes this data to the display module 56. And the display 
module 56 creates a login information screen last time using this data, and displays it on the 
display device I 7 of the client terminal equipment 5. What is necessary is to pass only the 
login historical data for last time to the control module 51, when displaying only the record 
which accessed last time with the client terminal equipment 5. Here, we wrote with 
displaying the past about 4 more limes of login histories, and decided to pass the login 
historical data for the past about 4. times to the control module 51 
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1 0054 j The updating module 56 is a module which updates the terminal information database 
42 and the lo in tistors data tse 43, The updating module 55 acquires the -identification 
information file sign 02 and the terminal identification sign 03 (what the identification 
information acquisition module 53 transmitted to the control module 51) from the control 
module 5 1 s when the client terminal equipment 5 which the user nsed for access is 
registered. 

[0055 1 And the updating module 55 searches the terminal info motion database -12 using the 
identification information file sign 02 acquired from the control module 5 1 . and acquires the 
terminal information 04. And the updating module 55 specifies user ID from the searched 
terminal information 64. Next the updating module 55 updates the login historical data 67 
using the terminal identification sign 63 acquired from the specified user ID and the control 
module 1.1. 

[0056 j When the client terminal equipment 5 which a user used for access is unregistered. 
After the updating module 55 acquires a name of a terminal identification sign specified 
from user ID inputted from a user on the occasion of login, and the user ID concerned, and 
the client terminal equipment 5 which a user inputted from the control module 51 and 
updates the terminal information 64, it updates the login historical data 67, The updating 
module 55 can recei ve processing information, including inquiry foi the ha! mces. transfer, 
etc., performed to a riser .from the banking server 33. and can also add it to the login 
historical, data 67. 

[0057]The banking server connection module 57 is a module which provides an interlace 
which connects the login information offer server 31 with the banking server 33 last time. 
The control module 51 is connected with the client terminal equipment 5 via the banking 
server connection module 57 at the banking server 33, after presentation of a login 
information display screen is completed last time to a user. The user can use after this 
various serv ices which the banking server 33 provides. 

[005S jDrawing 6 is a figure showing the login information display screen 7.! last time the 
display module 56 displayed on the display device 17 of the client terminal equipment 5. 
The login information display screen 7.1 is provided with the use information column 72 and 
the latest dealings column 73 last time. Login information is displayed on the use 
information column 72 last lime which comprises login time at the time of logging in last 
tune, and a used name of the client terminal equipment 5. This is created from the login 
historical data 67 which the search module 54 searched from the login history database 43. 
[0059 1 A history of dealings at the time of logging in further before second from last time is 
displayed on the late >f c t ding ; column 73 This acquires and displays the past transaction 
register from a database of the banking server 33. Specifically, they are a trade date winch 
traded, a transaction content, the client 5 used on the occasion of dealings, the used channel, 



etc. A channel is the course used when a user accessed a self account And when the Internet 
is used as a course and "WEB" and ATM are used, it is displayed as "ATM" etc. It can 
constitute so that a transaction content may also record the login historical data 67, and it 
can also d.i la ■ e display module 56. Under the logo info 1 ' display screen 
7 1 . the confirmation button 74 is displayed last time. If a user clicks this button, the control 
module 5 1 will operate the banking server connection module 57, and the banking server 33 
will be connected with the client terminal equipments. 

[006(f| Drawing 7 is a figure showing the client terminal regi r* 9 The display 

module 56 displays this screen on the display device 17 of the client terminal equipment 5. 
After pictute dat \ wh o module N f enerated is a HTMi form file more 

specifically downloads to the client terminal equipment 5, it is displayed on the display 
device 1? by the browser 23. When the client terminal equipment 5 used for a user 
connecting the client terminal registration picture 91 to the banking system 7 is 
unregistered, {When the identification information acquisition module 53 is notable to 
discover the identification information file 24 to the memory storage 20 of the client 
terminal equipment 5), It Is displayed with the display module 56. 
[0061 |The client terminal registration picture 9] is provided with the registered personal 
computer column 92 and the registration column 93. Contents currently recorded on the 
terminal information 64 which the search module 54 has searched from the terminal 

i forma ii i ise 4 layed on t gistered personal computer column 92. That 

is, number information (information of the how many sets of terminals) is acquired from a 
terminal identi fication sign of terminal information, and a name of the client terminal 
equipment 5 which a user named from terminal name information is acquired and displayed. 
[0062 [The registration column 93 is a column which inputs a name of the client terminal 
equipment 5 registered newly tins time. If a user writes down arbitrary names in this column 
and the registering button 95 is clicked., this name will, be sent to the control module 5 1 . The 
control module 5 1 generates terminal information from this name, and sends it to the 
updating module 55 with a terminal identification sign. The updating module 55 updates the 
terminal information database 42 by terminal identification sign concerned and terminal 
information. When stopping registration, before clicking the registering button 95, Cancel 
button 94 is clicked. 

j 0063 ]Dra wing S is a flow chart which explains operation of the login, information offer 
server 3 1 last time and which is accumulated and boiled. First, when a user logs in to the 
i • tl ng s\ stem fr< >m the client terminal equipment 5, the display module 56 displays a 
login screen on the display dev ice 17 of the client terminal equipment 5. Next, i f a user 
enters user ID and a password from the login screen concerned, the control module 5 1 will 
acquire this and it will send to the authentication server 32 via the authentication server 



connection module 52 (Step 10). 

[0064]Refusing (Step 20; N), when a user is not attested by the authentication server 32. the 
control module 51 refuses login from the client terminal equipment 5 (Step 30). When a 
user is attested, (Step 20; Y.) and the identify t ion inform i aequ . • sn module 5 * search 
the identification information file 24 in the memory storage 20 of the client terminal 
equipment 5 (Step 40). When the memory storage 20 has the ident tti t information file 
24 (step 40;Y), the identification infomtarion acquisition module 53 reads the identification 
information file 24, and acquires the identification information file sign 62 and the terminal 
identification sign 63 (Step 50). 

[0065|Nexi, the search module 54 searches the login historical data 67 with the login history 
database 43 using she identification information file sign 62 and the terminal identification 
sign 63 (Step 60). When there are the login historical data 67, the past about several times of 
the login histories acquired from (Step 100; Y) and the login historical data 67 are passed to 
the display module 56 via the control module 51 from the search module 54. The display 
module 56 generates the login information screen 7 1 last tune using this login history, and 
displays it on the display device i 7 of the client terminal equipment 5 (Step 1 1 0). 
1 0066 1 When there are no login historical data 67, after displaying the login information 
display screen 71 last lime at (Step 100; N) or Step 1 10, the updating module 55 is used, and 
a termin tl • tuficati m sign and login time are recorded and updated to the login history 
database 43 (Step 120), At Step 40, when there is no identification information file 24 m the 
memory storage 20 (step 40; N). the display module 56 displays the client terminal 
registration picture 01 on the display device 17 of the client term ma! equipment 5 (Step 70). 
[0067 ]The control module 51 acquires the terminal name information etc. which the user 
inputted from the client terminal, equipment 5, and passes this to the updating module 55. 
An updating module updates the terminal information database 42 using this terminal 
information (Step 80). Next., the control module 51 searches and acquires the terminal 
identification sign corresponding to the terminal information which carried out new now 
using the search module 54, and writes the identification information file 24 in the memory 
storage 20 of the client terminal equipment 5 using this. 

i 0068 jlhe following effects can be acquired in this embodiment. When the user has set up 
two or more sets of the client terminal equipment 5 to a self account. When the time which 
accessed the past from the login information display screen 71 last time, and. the client 
terminal equipment 5 used for access can be known easily and there is unjust access of 
spoofing etc., it can discover easily. 

[Q069JA user can uta , te < name u _»ac.h of two or more client terminal 
equipment 5. It can register easily from fee client terminal registration picture 91 to register 
the client, terminal equipment 5 newly. By having limited tile client terminal, equipment 5 
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which can be set up to three or less sets, the fall of the security accompanying the client 
terminal equipment 5 which cats be set as one account increasing in number can be 
controlled, 

[0070 jThe identification information .file 24 can be easily written in the client terminal, 
equipment 5 by using Cookie. Since the idemsfo ui n iui > on .Qh -wo < -2 w uh j to the 

! i ton file 2 1 the use: ID and correspondence related { is used it ts 

necessary to leave neither user ID nor a password, and a security effect can he heightened 
into the client term ' ■ nent5. 

[0071 }As mentioned above, although the composition and operation of this embodiment 
were explained, this invention can perform various modification within the limits of 
invention which is not limited to these forms and indicated to the claim. For example, 
although the account was made into the bank account as an example in this embodiment, it 
cannot limit, to this and can also apply to accounts, such as a securities trading account 
established, for example in the secur ities firm. For example, also when the third party logs 
in at the site of a membership system, etc. using his membership number, unlawful access 
can be discovered easily. 

[0072] Although it left the identification information file 24 to the client terminal equipment 
5 using Cookie, this may consist of these embodiments so that it, may leave the 
identification information file 24 to the client terminal equipment 5 using another means. A. 
login screen and last time, generation of (fee login information display screen 71 and the 
client terminal registration picture 91 may not be based on HTML language, but may use 
other languages. 
[0073] 

[Effect of the Invention) According to this invention, when serving banking via the internet, 
the risk of unlawful access of the information omission and third party to the third party 
from client terminal equipment can be reduced. 



DESCRIPTION OF DRAWINGS 

[ Brief Description of the Drawings! 

Drawi.n 1 It is a figure shov the example oJ tpos ^ l he < ient terminal 
equipment 5 concerning this embodiment, and the network which applied the banking 
system 7. 

[Drawing 2 jit is a block diagram showing the composition of the hardware of client 
termin i t prtpn - m 

[Drawing 3]lt is a block diagram showing the composition of a banking system. 

[ Drawing 4|(a) is a figure showing the composition of an identification information file, and 



(b) is a figure showing the composition of terminal information, and (c) is a figure showing 
the composition of a login history. 

i Drawing 5 jit is a block diagram showing the composition of a login information 

i i ogram last time 
[Drawing 6]lt is a figure showing a login inf< ma >n d play screen last time 
i Drawing 7 jit is a figure showing a client terminal registration picture. 
[Drawing 8j.lt is a flow chart for explaining operation of a login information offer server last 
time. 

[ Explanations of letters or numerals ] 

5 Client terminal equipment 

6 Internet 

7 Banking system 

1 1 Control section 

12 CPU 
.13 ROM 

14 RAM 

15 Keyboard 

16 Mouse 

17 Display device 

18 Printer 

.19 Communication control part 

20 Memory storage 

21 Storage drive 

22 f nput-and-output NTA face 

23 Browser 

24 kkmtincat.i< i mi '.nation file 

25 Program storing part 

26 Data storing part 

27 Bus line 

31 Last login information offer server 

32 Authentication sewer 

33 Banking server 

34 Control section 

35 Communication control part 

36 Memory storage 

37 Communication control part 

38 Display device 



39 Input output section 

40 Bus line 

41 Last login information distribution program 

42 Terminal information database 

43 Login history database 

5 1 Control module 

52 Authentication, .server connection module 

53 Identification information acquisition module 

54 Search module 

55 Updating module 

56 Display module 

57 Banking server connection module 

58 An identification information write-in module 

59 Input/output module 

? ! Last login information display screen 
9.1 Client terminal registration picture 



